The Trustees of Crossroads Commercials Ltd
Retirement Benefit Scheme
Crossroads Commercials Ltd Retirement Benefit Scheme (RBS) - Privacy Notice
Introduction
The trustees of the Crossroads Commercials Ltd RBS, (“Trustee”, “we”, “us”, “our”) are
committed to protecting your privacy. For the purposes of the General Data Protection
Regulation (the “GDPR”) and any legislation in the UK implementing the GDPR, we are the
data controller.
This Privacy Notice sets out the basis on which we will process any personal data we collect
from you, or that you or third parties provide to us, in connection with your membership in
the Crossroads Commercials Ltd RBS (the “Scheme”) and which relates to you or to any
individual connected with you. Please read this Privacy Notice carefully so that you
understand your rights in relation to your personal data, and how we will collect, use and
process your personal data.
This Privacy Notice explains our policy in relation to:
•

what information we collect or receive about you;

•

how we use your information;

•

who we share your information with;

•

where and how long we will keep your data;

•

how we keep your information safe;

•

your rights regarding the personal information you provide to us;

•

technical information that we collect about you and

•

who you can contact if you have questions or complaints about how we process your
information.

Information we collect about you and how we use it

Inform ation you and your em ployer give us
You and your employer provide certain information to us in relation to your membership of
the Scheme when contacting us by phone, text, email, post or any other engagement or
correspondence that you or your employer may have with us.

W hat types of personal inform ation do w e collect about you?
We hold the following personal information about you:
•

personal details such as your name, gender, age, date of birth, email address, postal
address, telephone or mobile number and identifiers such as national insurance
number;

•

family such as details about current marriage and partnerships and marital history,
details of family and dependants;

•

employment details such as pensionable pay, length of service, employment and
career history, recruitment and termination details, attendance record, health and
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safety records, security records, job title and job responsibilities, financial details
such as income, salary, assets and investments, bank account details to process
pension payments, voluntary deduction choices, benefits, grants and insurance
details;
•

if you are involved in an appeal in relation to an early retirement due to ill health
decision, relevant details in relation to your physical and mental health; and

•

technical information and other information about your visits to the Royal London
Scheme website

If you provide us with information about someone else, for example your family members
and dependants, we will assume that you have their permission to do so. We will process
their personal data in accordance with this Privacy Notice. Please let them know you have
provided their information to us and encourage them to read this Privacy Notice.

How do w e use your inform ation?
We will use your personal information for the purposes of administering and managing the
Scheme. More information on the purposes for which we process your data and the legal
bases for this processing can be found in Appendix A.

W ho w e share your personal data w ith?
We do not sell, rent or lease your personal information. We share your information with
selected recipients as set out in this Privacy Notice. This includes sharing information with
those who are involved in the running of the Scheme, those who provide assistance to us to
run the Scheme, those who sponsor or oversee the Scheme, and those who may have a
legal or regulatory right to request such information. Please see Appendix B for more
information.

W here do w e store your personal data?
The information that we collect from you will be transferred to, and stored at/processed in
Europe. We will take all steps reasonably necessary to ensure that your personal data is
treated securely and in accordance with this Privacy Notice.
We will only transfer your information outside of Europe where we have adequate measures
in place to provide appropriate safeguards.

K eeping your inform ation safe
Unfortunately, the transmission of information via the internet or email is not completely
secure. Although we will do our best to protect your personal data, we cannot guarantee the
security of your information transmitted over email; any transmission is at your own risk.
Once we have received your information, we will take appropriate technical and
organisational measures to safeguard your personal data against loss, theft and
unauthorised use, access or modification.
Where we have given you (or where you have chosen) a password which enables you to
access the Royal London pension scheme site, you are responsible for keeping such
password confidential. Please do not share your password with anyone.

How long w ill w e keep your personal data?
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Pension benefits are paid over a long period and your right to benefits payable under the
Scheme is based on information that may date back many years. We may decide to delete
some of the data held In relation to you after 6 years. However, your personal information
may be held for longer where: (i) it is required by law or a court order; (ii) it is needed to
defend or pursue legal claims; (iii) we consider it is necessary to ensure the Scheme pays
the correct benefits; and (iv) to deal with any queries relating to your benefits as they may
arise after that time.
After the above mentioned retention period has elapsed, we may store your information in
an aggregated and anonymised format.

Your rights regarding the personal inform ation you provide to us
You have certain rights in relation to the personal information we hold about you, which we
detail below. Some of these only apply in certain circumstances as set out below. We also
set out how to exercise those rights. Please note that we will require you to verify your
identity before we respond to any of your requests. We must respond to a request by you to
exercise those rights without undue delay and at least within one month (although this may
be extended by a further two months in certain circumstances). To exercise any of your
rights, please request the Data Subject Rights Request Form.
Right of access

You have the right to know whether we process personal information
about you, and if we do, to access information we hold about you and
certain information about how we use it and who we share it with.
If you require more than one copy of the information we hold about you,
we may charge an administration fee. We may not provide you with
certain personal information if providing it would interfere with another’s
rights (e.g. where providing the personal information we hold about you
would reveal information about another person) or where another
exemption applies.

Right to
rectification

The accuracy of the information we hold about you is important to us.
Under the GDPR you have the right to access the information we hold
about you and have any inaccuracies corrected. Where you request
correction, please explain in detail why you believe the personal data we
hold about you to be inaccurate or incomplete so that we can assess
whether a correction is required. Please note that whilst we assess
whether the personal data we hold about you is inaccurate or
incomplete, you may exercise your right to restrict our processing of the
applicable data as described below.

Right to erasure

This is also known as the “right to be forgotten”. Please refer to
Appendix C for more information about the circumstances in which you
may request that we erase the personal data we hold about you.
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Right to
portability

You have the right to receive a subset of the personal data we collect
from you in a structured, commonly used and machine-readable format
and a right to request that we transfer such personal data to another
party. Please click here for more information on the data we hold.
If you wish for us to transfer the personal data to another party, please
ensure you detail that party and note that we can only do so where it is
technically feasible. We are not responsible for the security of the
personal data or its processing once received by the third party. We also
may not provide you with certain data if providing it would interfere with
another’s rights (e.g. where providing the personal data we hold about
you would reveal information about another person or our trade secrets
or intellectual property).

Restriction of
Processing to
Storage Only

You have a right to require us to stop processing the personal data we
hold about you other than for storage purposes in certain circumstances.
Please note, however, that if we stop processing the personal data, we
may use it again if there are valid grounds under data protection law for
us to do so (e.g. for the defence of legal claims or for another’s
protection).
Please refer to Appendix D for more information on the circumstances in
which you may request that we stop processing and just store the
personal data we hold about you.

Com plaints
In the event that you wish to make a complaint about how we process your personal data,
please contact us in the first instance at crossroadsrbs@purplewm.com and we will
endeavour to deal with your request as soon as possible. This does not interfere with your
right to raise a complaint with a relevant data protection supervisory authority.

Changes to our Privacy Notice
Any changes we make to our Privacy Notice in the future will be posted to you. Any changes
to this Privacy Notice will become effective when we post the revised Privacy Notice. Your
continued participation in the Scheme, following these changes means that you accept the
revised Privacy Notice.

Contact
If you have any questions, comments or requests regarding any aspect of this Privacy
Notice, please do not hesitate to contact us at:
By post: Crossroads Commercials Ltd Retirement Benefit Scheme, Pheasant Drive, Birstall,
Batley, West Yorkshire, WF17 9LR
By email: crossroadsrbs@purplewm.com
By phone from within the UK: 01924 425 000
By phone from outside the UK: +44 (0)1924 425 000
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Appendix A
LEGAL BASES OF PROCESSING
Category of Personal Data
Personal details such as your
name, gender, age, date of birth,
email address, postal address,
telephone or mobile number and
identifiers such as national
insurance number
(Personal Details)

Personal Details and family,
lifestyle and social circumstances
such as details about current
marriage and partnerships and
marital history, details of family
and dependents;

Processing Purpose
•

In relation to any
correspondence
(including queries
relating to your
membership of the
Scheme via the scheme
administrators) for the
purpose of administration
of the Scheme

•

To notify you about our
services and changes to
our services

•

To conduct member
satisfaction surveys

•

For internal record
keeping

•

To verify your identity, to
prevent and detect fraud
and to comply with our
legal and regulatory
obligations

•

To carry out our
obligations arising from
any agreement that we
have with, or concerning,
you and to provide you
with the information,
benefits and services that
you request from us

•

Risk management
including credit risk
analysis and the
insurance of longevity
risks and related
demographic risks.

Legal Basis
Performance of
a contract as
required by the
Scheme
Legitimate
interest to run
an effective
business

Performance of
a contract as
required by the
Scheme
Legitimate
interests to run
an effective
business

The Trustees of Crossroads Commercials Ltd
Retirement Benefit Scheme
Category of Personal Data
Personal Details and employment
details such as pensionable pay,
length of service, employment and
career history, recruitment and
termination details, attendance
record, health and safety records,
security records, job title and job
responsibilities, financial details
such as income, salary, assets and
investments, bank account details
to process pension payments,
benefits, grants and insurance
details

Personal Details and pension
entitlement

Personal Details and details in
relation to your physical and
mental health

Processing Purpose

Legal Basis

•

To administer the
Scheme including to
process data to calculate
and pay benefits

Performance of
a contract as
required by the
Scheme

•

To comply with any
present or future law,
rule, regulation, guidance
or directive, and
complying with any
industry or professional
rules and regulations or
any applicable voluntary
codes

Legitimate
interests to run
an effective
business

•

To comply with requests
made by local and
foreign regulators,
governments and law
enforcement authorities,
and complying with any
subpoena or court
process, or in connection
with any litigation

•

To comply with and carry
out your instructions in
relation to your benefits
and investment choices
including in relation to
additional voluntary
contributions and
voluntary deductions,
(e.g. charities and trade
unions) where applicable

Performance of
a contract

To conduct an appeal in
relation to a decision
refusing early retirement
due to ill health of
member

Legitimate
interests to run
an effective
business

•

Legitimate
interests to run
an effective
business

Explicit
consent
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Category of Personal Data
Technical information and other
information about your visits to
the scheme website

Processing Purpose
•

To improve the services
we provide to you and
the way the website
works

Legal Basis
Legitimate
interest to
ensure the
scheme
website is
operating
effectively

Appendix B
Who do we share your personal data with?
The categories of recipients include:
•

Hartshorne Crossroads Group as the sponsoring employer and members of its group
of companies;

•

The pension scheme administrators Royal London

•

cloud and other data storage providers, to store the personal data you provide and
for disaster recovery services, as well as for the performance of any contract we
enter into with you;

•

IT Services providers

•

payment providers, including banks, located in the UK and, in the event that you are
not resident in the UK and are in receipt of a pension, the country of your residence;

•

insurance companies and their affiliates with member data being retained within
EEA.

•

annuity providers,

•

legal and other professional advisers located in Europe, to provide us with legal and
other professional services (who in certain circumstances will also be ‘data
controllers’);

•

actuarial (Royal London Consulting Actuaries), administration and consultancy
services providers located in Europe existence check providers

•

the Pensions Advisory Service and the Pensions Ombudsman, to deal with complaints
and resolve disputes; and

•

HMRC, to account for payments made to you.

•

The Pension Regulator to meet pension scheme reporting requirements

We will share your information with law enforcement agencies, public authorities or other
organisations if legally required to do so, or if we have a good faith belief that such use is
reasonably necessary to:
•

comply with a legal obligation, process or request;
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•

enforce our terms and conditions and other agreements, including investigation of
any potential violation thereof;

•

detect, prevent, investigate or otherwise address security, fraud or technical issues;
or

•

protect the rights, property or safety of us, our users, a third party or the public as
required or permitted by law (exchanging information with other companies and
organisations for the purposes of fraud protection and credit risk reduction).

We will also disclose your information to third parties:
•

in the event that we sell any business or assets, in which case we will disclose your
data to the prospective buyer of such business or assets; or

•

if we or substantially all of our assets are acquired by a third party, in which case
information held by us about our users will be one of the transferred assets.

Appendix C
Your Right to Erasure
You may request that we erase the personal data we hold about you in the following
circumstances:
•

you believe that it is no longer necessary for us to hold the personal data we hold
about you;

•

we are processing the personal data we hold about you on the basis of your consent,
and you wish to withdraw your consent and there is no other ground under which we
can process the personal data;

•

we are processing the personal data we hold about you on the basis of our
legitimate interest, and you object to such processing. Please provide us with details
as to your reasoning so that we can assess whether there is an overriding interest
for us to retain such personal data; or

•

you believe the personal data we hold about you is being unlawfully processed by us.

Also note that you may exercise your right to restrict our processing the data whilst we
consider your request as described below.
Please provide as much detail as possible on your reasons for the request to assist us in
determining whether you have a valid basis for erasure. Please note, however, that we may
retain the personal data if there are valid grounds under law for us to do so (e.g., for the
defence of legal claims or freedom of expression) but we will let you know if that is the
case.
Where you have requested that we erase data that we have made public and there are
grounds for erasure, we will use reasonable steps try to tell others that are displaying the
data or providing links to the data to erase the data too.
Appendix D
Restriction of Processing to Storage Only
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You have a right to require us to stop processing the personal data we hold about you other
than for storage purposes in certain circumstances. Please note, however, that if we stop
processing the personal data, we may use it again if there are valid grounds under data
protection law for us to do so (e.g. for the defence of legal claims or for another’s
protection).
You may request we stop processing and just store the personal data we hold about you
where:
•

you believe the personal data is not accurate for the period it takes for us to verify
your claim;

•

we wish to erase the personal data as the processing we are doing is unlawful but
you want us to retain the personal data for storage but not further process it;

•

we wish to erase the personal data as it is no longer necessary for our purposes but
you require it to be stored for the establishment, exercise or defence of legal claims;
or

•

you have objected to us processing personal data we hold about you on the basis of
our legitimate interest (for more information click here), and you wish us to stop
processing the personal data whilst we determine whether there is an overriding
interest in us retaining such personal data.

You also have the right to object to our processing of data about you and we will consider
your request in other circumstances as detailed below by filling out the Data Subject Rights
Request Form and submitting it to crossroadsrbs@purplewm.com.
You may object where:
•

we are processing the data we hold about you on the basis of our legitimate interest
or public interest, and you object to such processing. Please provide us with detail as
to your reasoning so that we can assess whether there is a compelling overriding
interest in us continuing to process such data or we need to process it in relation to
legal claims. Also note that you may exercise your right to request that we stop
processing the data whilst we make the assessment on an overriding interest by
ticking the box for that purpose on the Data Subject Rights Form;

•

we are processing the data on the basis of historical/scientific research or statistics
and you have a particular reason to object. Your right would not apply where we
have been tasked with and it is necessary for us to undertake such processing in the
public interest.

